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CYBER SECURITY



Phishing is a cyber attack where targets are contacted by email, 
telephone or text message by someone posing as a legitimate institution 
to lure individuals into providing sensitive data such as:

• Personally identifiable information
• Login information
• Banking and credit card details
• Passwords

WHAT IS PHISHING?



HOW TO SPOT A PHISHING EMAIL

1.   The email asks you to confirm personal information

2.   The web and/or email addresses do not look genuine

3.   It’s poorly written

4.   There’s a suspicious attachment or link

5.   The message is designed to make you act quickly



WHAT IS SPEAR PHISHING?

A highly targeted type of phishing attack that focuses on a specific 
individual or organisation.
Spear phishing attacks use personal information that is specific to the 
recipient in order to gain trust and appear more legitimate. Often, this 
information is taken from victims’ social media accounts. 
By personalising their phishing tactics, spear phishers have higher 
success rates for tricking victims into granting access or revealing 
sensitive information such as financial data or trade secrets.



TIPS TO AVOID
SPEAR PHISHING ATTACKS

1. Watch what personal information you post on the internet. Look at your online 
profiles. How much personal information is available for potential attackers to view? 
If there is anything that you do not want a potential scammer to see, do not post it.

2. Set smart passwords. Do not just use one password or variations of passwords for 
every account that you own. Reusing passwords means that if an attacker has access 
to one of your passwords, they effectively have access to all your accounts. Please 
ensure you have set up LastPass.

3. Frequently update your software. It is often security updates to protect you from 
attacks.



4. Do not click links in emails. If an organisation (such as your bank) sends you a 
link, launch your browser and go directly to their website instead of clicking on the 
link itself.

5. Check the destination of a link by hovering your mouse over it. If the URL does 
not match the link’s anchor text or the email’s stated destination, there is a good 
chance that it could be malicious. Many spear phishing attackers will try to 
obfuscate link destinations by using anchor text that looks like a legitimate URL.

6. Use logic when opening emails. Real businesses will not send you an email 
asking for your username or password.

TIPS TO AVOID
SPEAR PHISHING ATTACKS



PASSWORD MANAGEMENT

• Download LastPass

• Do not re-use a password

• Do not write your password down

• Do not use common passwords

• Use 2-Factor Authentication



DOS AND DON’TS

Update your software and device

Shop in reputable online stores

Use a password manager

Change default passwords

Educate yourself on cyber security

Do not add people you don’t know 

Do not click on links without checking

Do not use the same password anywhere 

Do not write down your password

Do not use public Wi-Fi



WHAT TO DO

1. If you think you’re being phished, do not click the link

2. If you think you’re being Spear Phished, confirm with the person

3. If you’re ever unsure, talk to IT support

4. Perform good password management

5. Stay educated

6. Consult a cyber specialist for advice



THINK BEFORE
YOU CLICK



RX001 REFUND POINT  
ANALYTICS



RPO power bi Access

YOU WILL RECEIVE THE BELOW EMAIL



*Full name of enablers in appendix

All Good Refund Centre Pty Ltd
Bremer Bay Community Men's Shed
BROWN, CAROLYN ANNE

Caris Paige Lenaghan as trustee for the Trustee for Lenaghan 
Family Trust
CASH FOR CONTAINERS ROCKINGHAM PTY LTD
DJARINDJIN ABORIGINAL CORP
DOWN UNDER RECYCLING PTY LTD

Hopetoun Men In Sheds Incorporated
HUTT LAGOON PTY LTD
JOB PATHWAYS PTY LTD
Kellerberrin Men's Shed (inc)
KEVIN TIMMS TRUST & LINDSUS UNIT TRUST & L.R SIMS
Laverton Sports Club
LIONS CLUB OF BOYUP BROOK
LIONS CLUB OF DONNYBROOK WA INC
LIONS CLUB OF LEEUWIN
MARRA WORRA WORRA ABORIGINAL CORPORATION
MARSHALL, LISA ANN

Motown Community Shed Inc
NIRRUMBUK ENVIRONMENTAL HEALTH AND SERVICES PTY 
LTD

Northampton Men's Shed Inc

Pitbull Services PTY LTD

Purple Plough Pty Ltd

SHIRE OF QUAIRADING

SHIRE OF YORK

The Norseman Men's Shed Association Inc

THE REFUND DEPOT PTY LTD

TOMRA Collection Pty Ltd

TRAHAIR, ROSS

U CAN RECYCLE WA PTY LTD

Wild West Pty Ltd

Wyalkatchem Men's Shed Incorporated

RPOS WHO DO NOT CURRENTLY HAVE ACCESS:

*If you would like access, please speak to your Regional Manager



WHERE TO FIND THE ENHANCED REPORT?



Navigating the reportNAVIGATING THE REPORT





Refund point A

Refund point A

Refund point B

Refund point B

Refund point C regional

Refund point C regional

Refund point A

Refund point B

Refund point C regional

Refund point F

Refund point D





*Full name of enablers in appendix



Refund point A

Refund point A

Refund point B

Refund point C

Refund point D

Refund point E

Refund point F



Refund point A

Refund point B

Refund point C

















*Calculations based on NSW EPA Recyculator



GET IN TOUCH

If you have any questions or feedback, 
please use the form on the RPO portal or 
get in touch with your Regional Manager.



TECHNOLOGY UPDATE

Kristen Britz
kristen.britz@warrrl.com.au



BREAKING THE TECHNICAL 
BARRIERS



POS



The biggest POS issue we are experiencing is 
coordination services.

• Separating the online vs offline functionality.
• Offline functionality will stay on the POS device.
• While online functionality will move to a cloud 

service.

• Offline (on device) – General refund transactions.
• Online (off device) – Bin management, manifesting, 

account management.

MAJOR POS RE-DESIGN INCOMING…



OLD VS NEW



This update is currently in pilot. Once it passes the pilot phase it will be 
rolled out.

We are also investigating “Managed Devices” as an option for the 
Scheme. 

Interested to hear your appetite on this option!

COMING TO A POS DEVICE NEAR YOU



• Over 61,000 app downloads to date.
• Showing personal recycling stats and telling the 

recycling story.
• Collect booking function front and centre.
• The next update will show users their 

environmental impact.
• Please rate and review our app to help it get in the 

hands of more users.
• Positive reviews in the app store.
• Negative reviews, email us to help us improve the 

app.

CONTAINERS FOR CHANGE APP UPDATE



MEMBER NUMBER



COLLECT



• Launched to the public in mid-February 2024

• 23 Service Providers

• 99% Perth/Peel population coverage

• 92% WA population coverage and growing

• 9,000 bookings processed

• Extended the 2¢ incentive to 31 December 2024

Finalist at INCITE awards for:
▪ Social Impact
▪ Transformative Business Solution
▪ Merit winner for Social Impact

COLLECT UPDATE



COLLECT UPDATES





















• Photos back and forth between three independent platforms

• Specific stop information back and forth between three independent platforms

• Applied the solution to a new aspect of a different program (Drop & Go verifications)

• Modified Agreements tab in Service Provider Portal; now more of a CMS/CRS (transaction history of specific data) (this is ref lected in 
the messages “inbox” system too)

• Improvements to internal team processes, offering a digital solution to checking many paper agreements

• Smart scheduling; Monday booking cutoff time (Friday), public holidays not available, providers set their own schedules, overbooking 
a day not a problem now (maximum daily collections)

• Deep links for direct bookings, allowing service providers to have marketing power

• Run sheets using the L2U system to deliver back a printable and shareable run sheet

• Map view for Collect/Bookings and Collect/Manage Suburbs (allows users to visualise their offered/active regions)

• Logic applied to when and whom to surface agreements to (not to non-collect service provider, if not in the offered suburb, offered 
suburb set booking fee not applied to agreements etc)

• Drop & Go sensor, site, volume, and collection management. Driver photo supplied to Service Provider Portal, admin can “Collect”, 
sensor monitoring

• Ad hoc Collect bookings, then led to recurring settings, volumes attributed to site etc

• Member number lookup for agreement creation on Collect tab vs Agreement tab nickname style

• Suburb service frequencies created; Daily, Weekly, Fortnightly, Monthly, Four weekly, Eight weekly

RECENT COLLECT FUNCTIONALITY UPDATES



WHAT IS NEXT FOR COLLECT?

• Continued development and enhancements 
towards a better customer-centric solution.

• Brian Gara will continue to work with you on 
how we can continue to evolve the solution.

• Continued significant marketing and 
promotion via the Containers for Change 
brand.

• Bin management solution.

• Business development work to connect 
potential customers to collection service 
providers.

• Customer surveys and focus groups.



THANK YOU
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